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THE YALE LAW JOURNAL POCKET PART

NANCY KIM

Imposing Tort Liability on Websites for Cyber-
Harassment

Several female law students were the subject of derogatory comments on
AutoAdmit.com, a message board about law school admissions. When one of
the women asked the website administrator to remove certain comments, the
administrator discussed her request in an online post,’ prompting further
attacks.” An undergraduate student’s rape was revealed on a gossip site,
JuicyCampus.com, where posters engaged in a cruel session of “blame the
victim.” Another student on that site was falsely identified, by name, as being
a stalker, bi-polar, and suicidal. When officials at her university asked
JuicyCampus.com to remove the most egregious posts, the company refused.?

These recent examples have brought the vexing problem of cyber-
harassment to the public’s attention. Under § 230 of Title 47 of the U.S. Code,*
websites are not liable as publishers for the content on their sites so long as
they are not involved in the creation of the objectionable content.’
Accordingly, much of the relevant scholarship has focused on repealing §230 or
imposing liability upon posters.®

1. See Jarret Cohen, Challenge to Reputation Defender (Mar. 15, 2007),
http://www.autoadmit.com/challenge.to.reputation.defender.html.

2. Sarah Raymond, Law Student Slandered on Internet Speaks Out, YALE HERALD, Mar. 30, 2007,
at7.

3. Eamon McNiff & Ann Varney, College Gossip Crackdown: Chelsea Gorman Speaks Out, ABC
NEWS, May 14, 2008, http://abcnews.go.com/print?id=4849927.

4. 47 U.S.C. § 230 (2000) (enacted by the Communications Decency Act of 1996, Pub. L. No.
104-104, § 509, 110 Stat. 137, 138-39).

5. Zeranv. Am. Online, Inc., 129 F.3d 327, 328 (4th Cir. 1997).

6. See DANIEL J. SOLOVE, THE FUTURE OF REPUTATION: GOSSIP, RUMOR, AND PRIVACY ON THE
INTERNET 154 (2007) (proposing immunity only before website operator has notice);
Bradley A. Areheart, Regulating Cyberbullies Through Notice-Based Liability, 117 YALE L.J.

POCKET PART 41 (2007) (arguing for internet service provider liability based on actual
notice); Danielle Keats Citron, Cyber Civil Rights, 89 B.U. L. REv. (2009) (forthcoming,
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The immunity that website sponsors—the entities that own the domain
name and control the activity on a website —have as publishers should not mean
that they have no obligation whatsoever for the activity on their website.
Website sponsors have a proprietary interest in their websites. Accordingly,
they should be subject to the same standard of conduct as other proprietors.

I. SECTION 230 IMMUNITY

Legal duties and social norms guide how business owners respond to
activity on their premises. Those legal duties and social norms are still in flux
regarding the responsibility of website sponsors. Website sponsors have reaped
the benefits of proprietorship, enforcing those benefits through contracts (such
as clickwraps and browsewraps) that establish the terms of use for their
visitors. For example, many websites have privacy policies that enable them to
exploit users’ personal information for marketing or advertising purposes.

At the same time, website sponsors have managed to escape many of the
responsibilities of proprietorship. Section 230 immunity was intended to
protect “good Samaritan” internet service providers from liability for blocking
or screening obscene material” and to encourage the development of the
Internet.®  Court decisions, however, have applied §230 immunity too
broadly.” Unfortunately, the very section intended to enable websites to
monitor offensive material is now being used to shield websites that traffic in
such content. For example, JuicyCampus.com claims that it is not liable for
content posted by users because it is an interactive service provider.'

This is not to suggest that websites should be subject to the same type of
liability that currently attaches to newspaper publishers. Because of the
quantity of user-generated content and the speed with which it is produced,
websites may be unable to edit and review all posted material in the same way

draft on file with author), available at
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=1271900 (arguing that online mobs
should be subject to civil rights law and discussing the need to establish standard of care for
internet service providers).

7. See 47 U.S.C. § 230(c)(2). That section provides that “[n]o provider or user of an interactive
computer services shall be held liable on account of . . . (A) any action voluntarily taken in
good faith to restrict access to or availability of material that the provider or user considers
to be obscene, lewd, lascivious, filth, excessively violent, harassing, or otherwise
objectionable, whether or not such material is constitutionally protected . . ..”

8. Seeid. (“It is the policy of the United States to promote the continued development of the
Internet and other interactive computer services and other interactive media . . ..”).

9. See, e.g., Zeran, 129 F.3d at 330-34.

10. Jeffrey R. Young, New Jersey Investigates Juicy Campus Gossip Site for Possible Consumer Fraud
Violations, CHRON. HIGHER EDUC., Mar. 19, 2008.
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IMPOSING TORT LIABILITY ON WEBSITES

that newspaper publishers currently do. But to say that websites should not be
subject to the same liability as offline publishers and distributors does not
mean that they should have no liability whatsoever. This is especially so given
that often the only practical remedy available to a victim of cyber-harassment is
an appeal to the website administrator to take down the offending
communication.

Il. WEBSITES AS “PROPRIETORS”

While commentators dispute whether websites are “property,” they
generally agree that website sponsors maintain some proprietary interest in
their websites and domain names." Websites are businesses, even if they don’t
sell products or have a physical “storefront.” Website sponsors may
commercialize their websites in indirect ways, such as through advertising
revenue or by using their websites as marketing tools for other products or
services. Accordingly, website sponsors should be liable to visitors if they fail to
exercise reasonable care just as other business owners are liable to their
invitees. Because publicly accessible websites invite all Internet users and
benefit from viewer traffic, all visitors to publicly accessible sites should be
considered invitees, even if they choose not to post or register with the website.

Prosser states that a possessor of business premises must “exercise the
power of control or expulsion which his occupation of the premises gives him
over the conduct of a third person who may be present, to prevent injury to the
visitor at his hands,” but only where the possessor had “reason to believe . . .
that the conduct of the other will be dangerous to the invitee.””* The
Restatement (Second) of Torts states:

A possessor of land who holds it open to the public for entry for his
business purposes is subject to liability to members of the public while they are
upon the land for such a purpose, for physical harm caused by the accidental,
negligent, or intentionally harmful acts of third persons or animals, and by the
failure of the possessor to exercise reasonable care to (a) discover that such acts
are being done or are likely to be done, or (b) give warning adequate to enable
the visitors to avoid the harm, or otherwise protect them against it.”

n.  For example, in Kremen v. Cohen, both parties agreed that “domain names are a kind of
property.” 325 F. 3d 1035, 1041 (9th Cir. 2003).

12 W. PAGE KEETON ET AL., PROSSER AND KEETON ON THE LAW OF TORTS 428 (5th ed. 1984).

13. RESTATEMENT (SECOND) OF TORTS § 344 (1965). See also Murphy v. Penn Fruit Co., 418
A.2d 480 (Pa. Super. Ct. 1980); ¢f. Gupton v. Quicke, 442 S.E.2d 658 (Va. 1994) (holding
that when a tavern allowed a customer to reenter premises after verbally threatening
plaintiff, the tavern had a duty to exercise reasonable care to control customer’s conduct to
prevent physical harm to plaintift).
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Courts have found proprietors liable even for nonphysical harm caused by
third parties. In one case, the Supreme Court of Alabama held that a hotel
could be liable for invasion of privacy based upon the actions of someone who
was not an agent of the hotel.”* The plaintiffs in that case alleged that a
“peeping Tom” had access to their room through holes in the wall. The
Alabama Supreme Court held that “the proprietor of a hotel may . . . be held
liable for the actions of a third party,” and stated that a jury could reasonably
conclude that the hotel could have discovered and repaired the peeping holes
through reasonable inspection.”

Websites might not be physical storefronts, but that is no reason for a court
to limit their business premises liability. Website sponsors benefit from and
encourage activity on their website. Like traditional proprietors, they are in the
best position to avoid harm caused by such activity.

Consequently, while websites are immune from liability as publishers under
the Communications Decency Act, they should be liable as proprietors for a
failure to exercise reasonable care to protect site visitors from foreseeable harm
by cyber-harassers.

I1l. THE EXERCISE OF “REASONABLE CARE”

Websites can take several steps to demonstrate “reasonable care.” They can
implement and enforce user guidelines. They can incorporate user-moderated
controls into their websites, such as “Report Abuse” buttons. They can strip or
threaten to strip a harasser of anonymity. They can expel abusive posters.
Website sponsors would not be required to remove offending content upon
request. But the website sponsor’s response—or nonresponse—to take-down
requests must be reasonable given the circumstances.

CONCLUSION

To acknowledge that a website has responsibilities to its visitors does not
impose an undue burden upon websites; rather these obligations mirror the
obligations that all business owners have in the conduct of their businesses.
Given that a victim of cyber-harassment has no real remedy beyond appealing
to the website, tort liability encourages websites to respond in a socially
responsible manner without imposing an unrealistic duty to prescreen or
censor materials.

14. Carter v. Innisfree Hotel, Inc., 661 So. 2d 1174, 1179 (Ala. 1995).
15.  Id. at 1180.
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Nancy Kim is an associate professor at California Western School of Law.

Preferred Citation: Nancy Kim, Imposing Tort Liability on Websites for
Cyber-Harassment, 118  YALE L.J. POCKET PART 115 (2008),
http://thepocketpart.org/2008/12/15/kim.html.
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